NuadopmamnoHHasA MaMATKA A O0yYaIONIUXCs 1A pa3dMelnleHUA
Ha opunuaabHbIX THTEpHET-pecypcax

C KaxkIbIM TOZOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIbHUKH OJTHH U3
caMbIX aKTUBHBIX IT0JIb30BaTesel PyHera. Mexxy TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPDHET HeceT U Ipo0seMbl. JTa IMaMsTKa JOJKHA IOMOYb Tebe
0€e30I1aCHO HAaXOQUTHCS B CETH.

KomnbrorepHble BUPYCHI

KommploTepHBIE  BUpyC - 5TO Pa3HOBHUAHOCTh KOMIIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTETFHOU OCOOEHHOCTBI0O KOTOPOU fABJISIETCA CHOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT IIOBPEAUTh WJIM IOJHOCTHIO YHUUTOXKUTH BCE
aitiel M JaHHBlE, TOAKOHTPOJIbHBIE II0JIB30BATEN0, OT HMEHU KOTOpOro ObLia
3alylleHa 3apakéHHas IIpOTpaMMa, a TaKXKe IIOBPEJUTh WIN Jla’Ke YHUUYTOXKUTD
OTEPAIUOHHYIO CHCTEMYy cO BceMu ¢aiziaMu B 1eioM. B OGOJIBIIMHCTBE CiIydaeB
pacIpoCTPaHAIOTCSA BUPYCHI Uepe3 UHTEPHET.

MeTozbI 3alIUTHI OT BPEAOHOCHBIX ITPOTrpaMM:

1. Mcnosip3yli coBpeMeHHbIE OllepallMOHHbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IPOTrPaMM;

2. [TocTogHHO ycraHaBiuBai mavyTu (Mu@pOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHYECKH
YCTAHABJIUBAIOTCA C IIEJIBI0 JOPAOTKH TPOTPAMMbI) U ApyrHe OOHOBJIEHUS CBOEH
omeparuoHHOU cucteMbl. CKauynBal UX TOJIBKO ¢ OQUIIMAIBHOTO caiiTa pa3paboTymka
OC. Ecnu cymiecTByeT peXXUM aBTOMaTUYeCKOro 0OHOBJIEHU, BKJIIOUH €ro;

3. Pabotaii Ha cBOEM KOMIIBIOTEPE 11O/ IIpaBaMU I10JIb30BaTE/IA, 4 HE aAMHUHHUCTPATOPA.
ATO HE IMO3BOJIUT 6OJII>IHI/IHCTBy BPEAOHOCHBIX IIPOTPAaMM HHCTAJIJINPOBATBCA HAa TBOEM
IIEPCOHAJIbBHOM KOMIIBIOTEDE;

4. Vlcriosib3yii aHTUBHUPYCHBIE IIPOrPAMMHBIE IIPOAYKTHI H3BECTHBIX IIPOU3BOAUTENIEH, C
aBTOMaTHUYEeCKUM OOHOBJIEHIEM 0a3s;

5. Orpanuub GU3NIECKUH JOCTYI K KOMITBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHMe HOcUTeIu UHpoOpMaIuy, Takue Kak (Jielika, AUcK Wwin Qaita
13 UHTEePHeTA, TOJIBKO 13 NPOdepeHHbBIX HCTOYHUKOB;

7. He oTkpbIBall KoMObloTepHBIE (A, MOJIyYeHHbIE U3 HEHAJEXKHBIX UCTOUHUKOB.
Jlaxe Te ¢ailsbpl, KOTOpble MPUCIAJI TBOU 3HAKOMBIU. JIydllle yTOUHH y HETO, OTIIPABJIAI
Ji1 OH Tebe uX.

Cetu WI-FI

Wi-Fi - aT0 He Buj Ilepefaum JJAaHHBIX, HE TEXHOJIOTHUSA, a BCETO JIUIIb OpEHJ, MapKa.
Eme B 1991 rofy HuepaaH/cKas KOMIIAaHUA 3aperucrpupoBaia opers « WECA», uaro
obosHavaso cioBocoyetanue «Wireless Fidelity», xoropeiii mnepeBoauTcs Kak
«0OecTpoBO/IHAS TOUHOCTD>.

Jlo Hallero BpeMeHHU Jolula JApyrasg ab0peBuaTypa, KOTOpas ABJISAETCA TAKOU Ke
TexHoJioruei. Ito abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHHe OBLIO JaHO ¢ HAMEKOM Ha
CTaHJIAPT BbICIIUN 3ByKOBOUW TexHuUKH Hi-Fi, yTo B mepeBosie 03HAYaeT «BBICOKAS
TOYHOCTBH».



Ja, 6ecriaTHBIN MHTEPHET-AOCTYI B Kade, OTeJIAX M adpOIOpTax sIBJIAETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme b5KCIEpPThl CUUTAIOT, YTO
obmenocrymabie Wi-Fi ceTn He sIBAAIOTCSA O€301MaCHBIMMU.

CoseTbl 110 0€3011aCHOCTH paboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JuUUHYI HHpoOpManuioo udepe3 oOiemoctymHable Wi-Fi certu.
Paboras B HUX, JKeJIaTeJIbHO He BBOJIUTD IIAPOJIU JOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Vcriosib3y¥i ¥ OOHOBJISIM aHTUBUPYCHBIE IIPOrpaMMBbl 1 OpaHaMayep. TeM caMbIM ThI
obe3omacHIb ceds OT 3aKaUYKH BUPYca Ha TBOE YCTPOKHCTBO;

3. IIpu wmcnonb3zoBanuu Wi-Fi otxmoun ¢yHKnuo «OOmuid AocTyll K daiiaM u
npuHTepam». JlaHHasd QYHKIUA 3akpbhiTa 0[O YMOJYAHUIO, OJHAKO HEKOTOphIe
II0JIb30BATEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOIb30BaHUSA B paboTe win yueoe;

4. He ucnionpayii myosmunsiii WI-FI 11 mepeauu JTUYHBIX JAHHBIX, HAIPUMED JIJIA
BBIXO/]A B COIMAJIBHBIE CETU UJIN B 3JIEKTPOHHYIO IIOYTY;

5. Nmosb3y# TOJIBKO 3amiuineHHoe coenuHeHue yepe3d HTTPS, a ve HTTP, T.e. nmpu
Habope BeO-aapeca BBOAU UMeHHO «https://»;

6. B wmobunbHOM Tenmedone otwiroun GyHknuioo «Iloakmouenne k- Wi-Fi
aBToMarnyecku». He jjomyckail aBTOMaTHYECKOTO MOAKIIIOUEHHUsI YCTPOHUCTBA K CEeTAM
Wi-Fi 6e3 TBOerO corsacus.

COHI/IaJIbHLIe CeTHu

ConuasibHble CeTU aKTUBHO BXOJAT B HAILy KU3Hb, MHOTHE JIIOAU pPabOTAOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP]] Y€JIOBEK, UTO SIBJISAETCS
O/THOU ceApMOU BCeX JKUTesel IUIaHeThl. MHOrue I0JIb30BaTeId HE INOHUMAKT, YTO
nHdopmanus, pa3MelleHHas WMH B COIIUAIBHBIX CETAX, MOXKeT ObITh HalJleHa U
HCIIOJIb30BaHA KeM YTO/IHO, B TOM UmcJjie He 00s3aTeJIbHO ¢ 0JIaruMU HaMepeHU M.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIIMAJIbHBIX CEeTAX:

1. OrpaHuYb CHUCOK JIpy3ell. Y TeOsA B APy3bsiX He JOJ/DKHO OBITh CIyYalHBIX H
HE3HAKOMBIX JIIOJIEH;

2. 3amuIinaf CBOI0 YacTHYIO JKU3Hb. He ykaszbIiBall maposu, TesiedOHBI, ajpeca, JAaTy
TBOEr0 POXKJEHUs U APYIyI0 JUYHYI0 WHQOpMamuio. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIIUIO O TOM, KaK Thl M TBOW POJUTENH IUIAHHUDPYETe
IIPOBECTU KAHUKYJIbI;

3. 3amumiai cBOI0 peIyTaIuio - EPKU ee B UUCTOTe U 33/jaBaii cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI JIPyTHeE M0JIb30BaTEIN BUJIEJIH, UTO ThHI 3arpy»kaemib? [logymaii, mpexzae yeMm
YTO-TO OIYOJIMKOBATH, HATIUCATD U 3aTPy3UTh;

4. Ecu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YyH CBOE peasIbHOE
UM U JPYTYIO IUUHYI0 UHPOPMAIUU: UM, MECTO KUTEeIbCTBA, MECTO YUeObI U IpoUee;

5. N36eraii pasmenienus ¢gororpaduii B UTHTEpHETE, T7le Thl H300pa*keH Ha MEeCTHOCTH,
10 KOTOPOU MO3KHO OIIPEJIETUTh TBOE MECTOTIOJIOKEHUE;

6. [Ipu perucrpanu B COIUAIBHOU ceTH HEOOXOUMO HCII0Ib30BATh CJIOKHBIE ITAPOJIH,
cocrosimue U3 OyKB 1 udp U ¢ KOJIMUYECTBOM 3HAKOB He MeHee 8;



7. 1)1 conuaibHOU CeTH, MOYTHI M APYTUX CAUTOB HEOOXOJAMMO HCIIOJIb30BaTh pa3HbIE
maposin. Torza ecii TeGsi B3JIOMAOT, TO 3JIOYMBIIJIEHHUKH ITOJydaT AOCTYII TOJIBKO K
OTHOMY MECTY, a HEe BO BCeE Cpaay.

AJIeKTPOHHBIE JeHbI'U

SHGKTPOHHI)IG A€HbI'I — 3TO OYE€HDb YI[O6HLII>)I crrocob HJIaTe)Keﬁ, OJHAKO CYIIECTBYIOT
MOII€HHUKH, KOTOPbI€ XOTAT IIOJIYYUTDb 3TU AE€HbI'U.

SHGKTPOHHI)IG A€HbI' IIOABUJIMCh COBCEM HE€JABHO M MMEHHO HM3-3a 3TOI'O BO MHOTHUX
rocyaapCrsax A0 CHX IIOP HE IIPOIIHCAaHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHM (GYHKIMOHHPYIOT X O HHX y’Ke IIPOIMCAHO B 3aKOHe, /e HX
paszeNsoT Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U He aHOHHMHbIE. Pa3HHIIa B TOM, YTO
aHOHUMHBIE - 3TO Te€, B KOTOPBIX pas3peliaercss IIPOBOAUTH omeparuu 0Oe3
UJIeHTU(PUKAIUY TI0JIb30BATEIsI, a B HEAHOHHUMHBIX HEHTH(PUKAIIUKA I10JIb30BATEIIS
ABJIAETCS 00s13aTeJIbHOM.

Taxke ciefyeT pas3jnyarh 3JeKTPOHHbIE (UaTHbBIE IeHbIH (paBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepUaTHBIEe IeHbIY (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 Oe30TIacHOU PaboTe ¢ 3JIEKTPOHHBIMU IEHbraMU:

1. [IpuBskM K cueTy MOOWIbHBIN TesieOH. DTO caMblid YAOOHBINH U OBICTPHIA CIIOCOO
BOCCTAHOBHTb JIOCTYM K cuery. [IpuBs3aHHbBIN TesedOH ITOMOKET, eCJTH 3a0yAelTb CBOU
TUTATEKHBIN TapOJIb WJIHA 3a/IENTh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Mcnosnb3yit ogHOpa3oBble maposiu. Ilocie mepexona Ha YCUJIEHHYIO aBTOPHU3AIIHIO
Tebe y»ke He Oy/IeT yrposkaTh OMACHOCTh KParKU WJIH IepexBaTa IJIaTeKHOTO TapoJIs;

3. Breibepu ciyioxkHBIM maposib. IIpecTynHukaM OyZeT He IPOCTO yTaZlaTh CJIOKHBIN
napoJsib. Hazesxxaple maposii — 3TO MapoJiv, KOTOPhIE COJZlepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B cebsl CTPOUHBblE U MPONHUCHBIE OYKBBI, IUGPHl U HECKOJIBKO CUMBOJIOB,
TaKMe Kak 3HaK /10/u1apa, GyHTa, BOCKJINLATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJH CBOH JIMYHBIEC JAHHBIEC Ha caﬁTax, KOTOPBIM HE IOBEPACIHIb.
SHGKTPOHHaﬂ IIOHTA

DJIeKTPOHHAA MOYTA — 3TO TEXHOJIOTUA U MIPEeJIOCTaBJIsAEMbIE €10 YCJIYTU IO MepechlIKe
U TIOJIyYE€HHUIO BJIEKTPOHHBIX COODINEHUH, KOTOPhIE PACIIPEIEIAIOTCS B KOMITBIOTEPHOM
cetd. OOBIUHO HJIEKTPOHHBIA IOYTOBBIM SAIMUK BBIVIAAUT CJAEAYIOIUM 00pa3oMm:
UM_II0JIb30BATENA@UMA_/J0OMeHa. Takke KpoMe nepeiayy IPOCTOTO TeKCTa, UMEeTCA
BO3MO>KHOCTH Ilepe/iaBaTh (haiibl.

OCHOBHBIE COBETHI 110 OE30ITacCHOI paboTe ¢ 3JIEKTPOHHOM ITOUTOM:

1. Hayio BpIOpaTh NpaBUIBHBIN ITOYTOBBIN cepBUC. B UHTEpHETE €CTh OTPOMHBIN BBHIOOD
OecrIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle JIOBEPATH T€M, KOTO 3HAENIb U KTO
MIepBBIN B PEUTUHTE;

2. He ykassiBail B JIUUHOU mouTe JUYHYIO nHpopMarum. Hanpumep, jydiie BRIOpaTh
«MYy3bIKaJIbHBIN__(haHAT@ » WU «POK2013» BMecTO «TeMal3»;

3. Hcrionp3yil AByX3TaNIHYIO0 aBTOPU3ANU0. TO KOTr/a IOMUMO [1apoJis Hy?KHO BBOJUTD
KOJI, IpuchblIaeMbId 110 SMS;



4. Bpibepu cyIOKHBIN maposib. [ KaXKJIoro MOYTOBOTO SAIIUKA JOJIKEH OBITh CBOM
Ha/IeXKHBIH, yCTOMYUBBIN K B3JIOMY IIapOJIib;

5. Ecou ecTh BOBMOKHOCTh HamucaTh CaMOMY CBOU JIMYHBIA BOIIPOC, HCIIOJIB3YH 3TY
BO3MO’KHOCTb;

6. Vcronp3yil HECKOJBKO ITOYTOBBIX SIIMUKOB. IIepBBIN JJIsi YACTHOU IEPENMUCKH C
azipecaTamMu, KOTOPBIM ThI IOBEPSAEITh. ITO SJIEKTPOHHBIN a/ipec He HaJI0 UCIIOJIb30BaTh
IIPU perucTpanuy Ha popyMax U CauTax;

7. He oTKpbIBaul (paiiyibl U JIPyryde BJIOKEHUs B MHCbMaX Ja)ke €CJIU OHU IMPUIILIA OT
TBOUX AIpy3eH. JIydlille yTOUHU y HUX, OTIIPABJISJIN JIU OHU TeOe 3TU Pauibl;

8. Ilocie oxoHYaHHUs PabOTHI HAa IOYTOBOM CEpPBHCE II€pPEe]] 3aKPHITHEM BKJIAJKUA C
caiiToM He 3a0y/1b Ha’KaTh Ha « BRIATH».

KubepOy UTHHT WU BUPTYaJIbHOE U3/I€BATETHCTBO

KubepOy/UTHHT — IpecjieioBaHHE COOOIIEHUsIMH, COAEPIKAIIUMH OCKOpOJIeHu s,
arpeccuio, 3alyrdBaHHe; XYJIUTAHCTBO; COIHAJIbHOE OOHWKOTHMPOBAHHE C IIOMOIIBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 60phOE ¢ KNOEPOYLITUHTOM:

1. He Gpocaiicsa B 60oi. JIyummuii criocob: ITOCOBETOBAThCSI KaK ce0s BECTH U, €CIU HET
TOTO, K KOMY MO’KHO 0OpaTHThCSA, TO BHAYAJIE YCIIOKOUThCS. ECITi ThI HAUHEIh OTBEYATh
OCKOpOJIEHUSAMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle 00JIbIlle Pa30skKelllb KOH(QIIUKT;

2. Ypassai cBoel kubepperyTaluei;

3. AHOHUMHOCTh B CE€TH MHHMaAas. CymeCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOHT 3a
AHOHHUMHBIM aKKAyHTOM;

4. He cTouT BecTH XyJINTAaHCKUM 00pa3 BUPTYyaIbHOU KU3HU. VIHTEpHET GUKCUPYET BCe
TBOU JIEUCTBUSA U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTpy/IHUTEIHHO;

5. Cobutio/1ali CBOM BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupy¥ enuHUYHBIA HeratwB. OmHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIydIlie UiTHOPHUpPoBaTh. OOBIYHO arpeccus MpeKpaIlaeTcs Ha HaYaJIbHOU CTa/TUH;

7. ban arpeccopa. B IIporpamMmmax oOMeHa MI'HOBEHHBIMH COO6III€HI/IHMI/I, B COIIMAJIBHBIX
CEeTAX €CTb BO3BMOKHOCTb 6]IOKI/IPOBKI/I OTIIpaBKHU COO6H.I€HPII>1 C OIIpEAECJIEHHBIX aIPECOB;

8. Ecim TBI cBuzerens KubepOysuimHra. TBou JelcTBUA: BBICTYNIUTh IIPOTUB
mpecjenoBaTess, IOKa3aTh €My, YTO ero JeHCTBUsA OLIEHUBAIOTCS HEraTHBHO,
MIO/IIEPIKATH JKEPTBY, KOTOPOH HYy:KHA IICHUXOJIOTUYECKASA IIOMOIIlh, COOOIIUTE B3POCTBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

MobubHBIH TeedOoH

CoBpemenHble cMapTdOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCIIBIN
(yHKIIMOHAJ, W Temepb OHU MOIYT KOHKYPUPOBAaTb CO CTAallMUOHAPHBIMU
KoMIIbIoTepaMu. OJIHAKO, CPECTB 3AUTHI JJIS TIOIO0HBIX YCTPONCTB ITOKA OUEHb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOAUT He TaK MHTEHCUBHO, KaK JJif
ITK, To ke camoe KacaeTcss U MOOVJIbHBIX TPUJIOKEHUH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl y:Ke IPAKTUUYECKH JIOTHAJId HaCTOJIbHBIE
aHaAJIOTH, OTHAKO pacliupeHre QPyHKITMOHAIA BIeUeT 32 cOO0M OOJIBIIYIO CI0KHOCTh U
MEHBIIYIO0 3aIUIIEeHHOCTb.

Jlasieko He Bce MPOU3BOJUTENH BBIIYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIIE KPUTHYECKHE
YSA3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsT 0€30IIaCHOCTH MOOMJILHOTO TestedoHa:

1. Huuero He siBjsieTcs MO-HAcTosAIIeMy OecIUIaTHBIM. By/ib OCTOpOKeH, Belb KOr/a
Tebe Mpe/IaraloT OeCIJIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO IJIaTHBIE
YCJIYTH;

2. /Tlymaii, mpexxzie yeM oTrpaBuTbh SMS, ¢oto wim Buzeo. Thl TOUHO 3HAEIb, T/l OHU
OyAyT B KOHEUHOM UTOTE?

3. Heob6xoumo 0OHOBJIATH ONIEPAIIOHHYIO CHCTEMY TBOETO CMapT¢OHa;
4. icnioib3y¥t aHTUBUPYCHBIE POTPaMMBI JIJII MOOWJIBHBIX TeIe(OHOB;

5. He 3arpy»kaii mpuiokeHus OT HEM3BECTHOTO UCTOUHUKA, BEIb OHU MOTYT CO/IEP:KaTh
BpPEZIOHOCHOE IIPOrPaMMHOE 0O€ecIIeueHHE;

6. ITocie TOro Kak ThI BBIMEIIH C CaliTa, I7le BBOAWII JIMUHYI0 HH(MOPMAIUIO, 3aU/IN B
HAaCTPOUKHM Opaysepa M yjiaau cookies;

7. Ilepmogruecku IpoBepsAl KaKue IJIaTHbIe YCJIyTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOMi HOMep MOOHWJIBHOTO TesiedoHa TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAEIIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth sosxeH OBITH BBIKJIFOUEH, KOT/Ja Thl UM He IOJIb3yellbcs. He 3a0biBant
WHOT/Ia IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAMH-UTPBl - 3TO KpacouHble, 3aXBaTbIBAIOIINE pa3BJedYeHUs,
00BEIUHSIONINE COTHU THICSY YEJIOBEK 110 BCEMY MUPY. VITPOKH HCCIIEYIOT JAHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBINOJHSAIOT 33JIaHUs, CPAXKAIOTCA C MOHCTPaAMU U
MOJIy9alOT OIBIT. 3a YZO0BOJBCTBUE OHU IUIATAT: MOKYHNAIOT [AWCK, OIJIAYMBAIOT
aboHEeMEHT WU MPUOOPETAIOT KaKUe-TO OMI[UH.

Bce sTu cpexcrBa uAyT Ha IIOJJep:KaHUMe U pa3BUTHE WIPBHI, a TakXe Ha camy
06e30MacHOCTh: COBEPIIIEHCTBYIOTCS CHCTEMbI aBTOPU3AI[UH, BBIIYCKAIOTCA HOBBIE ITATIU
(mudpoBble 3amIaTKU JJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTOUT OIlaCcaTbCA HE CTOJIBKO CBOHX COIIEPDHHUKOB, CKOJIBKO KpaKH
TBOE€TI'0 I1apO0Jid, Ha KOTOPOM OCHOBAaHAa CHUCTEMad aBTOPHU3aAllNK OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0E€30IIaCHOCTH TBOETO HUTPOBOIr'0 aKKayHTa:

1. Ecotu ipyroi urpok BezieT cebs IJI0X0 WM CO37jaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CITUCKE UTPOKOB;

2. Ilokasyiica aAMUHUCTpATOpaM WrpPbl Ha IIJIOXO€ IIOBeJIeHHWEe STOr0 UIPOKa,
’KeJ1aTesIbHO NPUJIOXKUTh KaKue-TO I0Ka3aTe/IbCTBA B BUJIE CKPUHOB;



3. He ykasspiBaii 1uuHyio nHGOpMAIUIO B IIpodalijie UTrphl;
4. YBaxkall IpyTUX yYaCTHUKOB 110 UTDE;

5. He ycranaBimBaii HeopunmaabHble TaTYU U MOJIBL;

6. Hcrosp3yii c10KHbIE U Pa3Hble ITapoJIy;

7. Jla’xke BO BpeMs WUIpbl He CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI urpaeiib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

QOUINMHT UIN KpaXa JIMYHBbIX TaHHbIX

OOBIYHON Kpaked JeHer U JIOKyMEHTOB CETOAHS YK€ HUKOrO0 He YJAUBUIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JI0YMBIIJIEHHUKU IIepeMeCcTUINCh B UHTEPDHET, U
IIPO/IOJIXKAIOT 3aHUMATHCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBUJIaCh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (QUIIUHT, TJIaBHAA IIeJTh
KOTOPOTO COCTOUT B IOJYyYEeHUU KOHOUIEHIIMATbHBIX JAHHBIX I10JIb30BaTeIel —
JIOTMHOB U napoJieii. Ha anriniickoMm si3eike phishing untaercs kak ¢purusr (ot fishing
— pbIOHAs JIOBJIsA, password — mapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ QUITUHTOM:

1. Cirenu 3a cBOMM aKKayHTOM. Ecjiu ThI IIOJ03pEBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COODIUTh a/IMIHHUCTPATOPaM pecypca
00 3TOM KaK MOYKHO CKOPeE€;

2. I/ICHOHBBYﬁ Oe30macHbIe Be6-CaI‘/’ITI>I, B TOM 4YHCJII€, HHTEPpHET-MArasuHoB U
IIOMCKOBBIX CUCTEM,

3. Hcnonb3y# ciiokHBIE U pa3Hble maposu. Takum obpa3om, ecau Tebs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH ITOJTyYaT JOCTYII TOJIBKO K OHOMY TBOEMY IMPOMIIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebst B310oMasu, TO HE0OX0UMO TIPEeAYIIPESUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
nm00aBIeHbl y TeOS B JIPY3bSX, O TOM, UTO TeOS B3JIOMaSIi M, BO3MOKHO, OT TBOErO
UMeHU OyZleT pacchlIaThCs ClaM M CChUTKHM Ha (DUIITUHTOBBIE CANTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MoOMIBHBIH TetedOH;
6. OTKJIIOUM cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpbiBail (aiyibl U Apyrue BJIOKEHUS B MUChbMAaX Jlake ecjIM OHU IPUIIIN OT
TBOUX Apy3el. JIyuliie yTOUYHH y HUX, OTIIPABJISIIN JIM OHU Tebe 3TU haiibl.

[udposas penyranus

[{udpoBas penyTanus - 3T0 HeTaTUBHAsA WIN MMO3UTHBHAas WH@oOpMaIus B ceTu o Tebe.
Komnpomerupyromaa uHpoOpManusa pasMelleHHAasd B HHTEPHETE MOKeT Cepbe3HBIM
00pa3oM OTpa3uThCS Ha TBOEH peasbHOU ku3HU. «I{udpoBas pemyranus» - 3To TBOU
UMUK, KOTOPBIN dhopMupyercs u3 uHGOpMaIuu o Tebe B UHTEPHETE.

TBoe MeCTO IKUTEJIbCTBa, y4ueObl, TBOoe (UHAHCOBOE TIOJI0KEHUE, OCOOEHHOCTH
XapaKTepa U PaccKasbl 0 OJIM3KHUX - BCE 3TO HAKAIIMBAETCS B CETH.



MHor#e noAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAIIUY JTUYHON HHGOPMAIIUH B
HHTepHeTe, He TIOHUMAasA BO3MOXKHBIX MTOcaeACTBUH. Thl /laske He CMOKeIIb JI0TaZaThCs
0 ToM, uTo ororpadus, pa3mellleHHas 5 JleT Ha3a/l, cTajla IPUYNHOU OTKa3a NMPUHATD
TebsA Ha paboTy.

KommenTapuu, pasmemnieHne TBOUX QoTorpaduii u Apyrue JeUCTBUA MOTYT He
HCUE3HYTh JlaKe TOCJIe TOro, KaK Thl UX yAaIuIllb. Thl He 3Haelllb, KTO COXPAHUJ 3Ty
nHopManuio, momnaja JU OHA B TOWCKOBBIE CHCTEMBI W COXpAaHWIACh JIM OHA, a
[JIaBHOE: UTO MOJIyMarmT O Tebe OKpYy:Karolee JIIOAU, KOTOPble HAWyT U YBHUAAT 3TO.
Hatitu nHpOpMAaIHI0 MHOTO JIET CIICTsI CMOKET JII0O0H - KaK U3 T0OPBIX MTOOYKIEHUH,
TaK ¥ ¢ HAMEPEHNEM MPUUYUHUTH BpPel. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3aIuTe U(PPOBON peNyTallum:

1. I[Togymaii, mpexze uyeM 4TO-TO IIyOJIMKOBATh U IEpefaBaTh y ceOs B Ojore WiIH B
COITMAJIbHOU CETH;

2. B HacTporikax nmpo¢usis yCTaHOBU OTPaHUYEHHS HA IIPOCMOTP TBOETO IPO(UIIA U €T0
CO/IEP;KUMOTO, c/ieJIall ero TOJIbKO «JIJIs IPYy3€ei»;

3. He pa3smemniaii u He ykaspiBail UHGOPMAIINIO, KOTOPAs MOKET KOro-JIM00 OCKOPOJIATD
W1 0OMKATh.

ABTOpCKOE IIpaBO

CoBpeMeHHbBIE IIKOJIBHUKU- AaKTHUBHBIE IIOJIB30BATENN IU(GPOBOTO IIPOCTPAHCTBA.
OnHaKo /1aJIeKO He BCe 3HAIOT, UTO I0JIb30BAHNE MHOTHMHU BO3MOXKHOCTSIMH IIDPOBOTO
Mupa TpedyeT coOI0IeHNS TPAaB HA NHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTb.

TepMHUH «WHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCHTCS K Pa3jIMYHBIM TBOPEHUSM
YeJIOBEYECKOTO0 yMa, HayWHas C HOBBIX HM300peTeHHui U 3HAKOB, 00O3HAYAOIIUX
COOCTBEHHOCTh HA TPOJAYKTHl W YCJIYTH , U 3aKaHYMBas KHUTAMU, ¢GoTorpadpusmu,
KUHOGWIBMaMH U My3bIKaJIbHBIMH ITPOU3BEIEHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa HHTEJUIEKTYIbHYI0 COOCTBEHHOCTh HA IIPOU3BENEHUS
HayKH, JINTEPATYPhl U HCKycCTBA. ABTOpPCKHE IIpaBa BBICTYNAIOT B KauecTBe rapaHTHU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKHUI TPYZ, aBTOPa He OyZeT HalpacHbIM, JaCT eMy
CIIpaBe/JIUBble BO3MOKHOCTU 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyZa, IMOJIYIUTb
HU3BECTHOCTH U NpusdHaHue. HUkTo 6e3 pa3pelieHns aBTOpa He MOKET BOCIIPOU3BOAUTD
€ro IMPOU3BEEHUEe, PACHPOCTPAHATh, IyOJIUYHO [JAEMOHCTPHPOBAaTh, IIPO/JABATH,
MMIIOPTUPOBATh, IyCKAaTh B IPOKAT, MYOJUYHO HCIIOJIHATH, TOKA3bIBATh/UCHIOJIHATH B
a¢upe uim pa3MmeiiaTts B UHTepHeTE.

Vcrosib30BaHUe «IMHUPATCKOTO» IPOTPAaMMHOr0 oOOeclieueHus1 MOXKET IPUBECTH K
MHOTHM pHCKaM: OT IOT€PU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPDOBKU TBOETO
YCTPOUCTBA, TJIe YCTAHOBJIEHHBIN He JierajibHas mporpaMmma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYII[ECTBYET JIeTAIbHBIE U OecIIaTHbIE IIPOTPAMMbI, KOTOPbI€ MOKHO HAWTH B CETH.

O noprane

CereBU4OK.p - TBOH TIJIaBHBIM COBETYUK B CeTU. 3JleCb Thl MOXKeIIb y3HATh O
0e30IMaCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a NP BO3HUKHOBEHHUU
KPUTUYECKOU CHUTyallUd OOpaTUTHhCSA 3a COBETOM. A TakXKe NPHUHATH y4yacTHe B
KOHKYpCax U CTaTh CaMbIM ITU(PPOBBIM I'PAKIAHUHOM !
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